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Vulnerabilities

* Microsoft Outlook shell characters problem
* Multiple Vulnerabilities in OpenSSL

* Multiple ISS Products Heap Overflow
 dtlogin remote root

* Hacking Printers: Part |
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Microsoft Outlook shell
characters problem

o Affected Software
— Microsoft Office XP Service Pack 2
— Microsoft Outlook 2002 Service Pack 2

* Incorrect interpretation of the mailto: tag in HTML
email

* Leads to code being executed in “Local Machine”
context

— This is very bad
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Microsoft Outlook shell
characters problem

 Defense

— Apply patches

— Numerous problems
* Weird dialog box
 Patch not applying
» See Help Desk/Desktop services for details
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Microsoft Outlook shell
characters problem

 Links

— http://security.nnov.ru/search/news.asp?binid
=3512

— http://www.idefense.com/application/poi/displa
y?21d=79&type=vulnerabilities&flashstatus=true

— http://microsoft.com/technet/security/bulletin/
MS04-009.mspx
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Multiple Vulnerabilities
in OpenSSL

 OpenSSL versions before 0.9.7d or 0.9.6m are
vulnerable

* Three different bugs could causes a DoS
condition in each case

« Vulnerability Note VU#465542 affects numerous
vendor implementations
— See http://www.kb.cert.org/vuls/id/465542 for details
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Multiple Vulnerabilities
in OpenSSL

 Defense

— Upgrade to OpenSSL versions 0.9.7d or
0.9.6m

— Apply patches from your vendor
 Cisco I0S upgrades are available in April
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Multiple Vulnerabilities
in OpenSSL

 http://security.nnov.ru/search/news.as
p?binid=3532

* http://www.us-
cert.gov/cas/techalerts/TA04-078A.html
— http://www.kb.cert.org/vuls/id/288574
— http://www.Kkb.cert.org/vuls/id/484726
— http://www.kb.cert.org/vuls/id/46554 2
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Multiple ISS Products Heap
Overflow

 Buffer overflow in handling of ICQ alerts

« Can be exploited with a single spoofed
packet
— Easily done with the echo service

« Witty worm uses this vulnerability to
propagate
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Multiple ISS Products Heap

Overflow

« RealSecure Network and Server Sensor

* Proventia Series XPU
* RealSecure Desktop
 RealSecure Guard

* RealSecure Sentry

B
B
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acklCE Agent
acklCE PC Protection
acklCE Server Protection
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